
 

_________________________________________________________________________________ 

EU Unpacked #7 

 

George Robakidze 

European Democracy Shield (2025) 
 An In-Depth Analysis for Non-Experts 

 

December 2025 

 
© [2025] EU Awareness Centre. All rights reserved. 

 



2 
 

European Democracy Shield (2025) 
1. Execu�ve Summary 

The European Democracy Shield is the EU’s new comprehensive framework to protect European democracies 
from both internal and external threats. It addresses rising challenges such as foreign informa�on 
manipula�on and interference (FIMI), disinforma�on, cyber-atacks, online harms, AI-driven manipula�on, 
and increasing pressure on free elec�ons, independent media, and civil society. 

The ini�a�ve expands on earlier EU efforts, including the EDAP (European Democracy Ac�on Plan 2020) and 
the DoD Package (Defence of Democracy Package 2023), but extends significantly further. Its key element is 
the establishment of the European Centre for Democra�c Resilience (ECDR)—a new EU-level ins�tu�on 
created to coordinate informa�on, analysis, early warning, and responses to threats against democra�c 
systems. 

The Democracy Shield has three pillars: 

a) Reinforcing situa�onal awareness through beter detec�on of manipula�on and stronger early-
warning systems. 

b) Strengthening democra�c ins�tu�ons, including elec�ons, poli�cal processes, and independent 
media. 

c) Boos�ng societal resilience through educa�on, skills, digital literacy, and ci�zen engagement. 

The Shield is poli�cally important, indica�ng a move towards priori�sing democra�c protec�on alongside 
defence, cyber, and hybrid threats. 

2. Why the Democracy Shield Maters 

The EU faces a rapidly worsening threat landscape: 

• Authoritarian regimes (especially Russia) u�lise hybrid tac�cs to exploit social divisions, manipulate 
elec�ons, undermine trust, and distort history. 

• Technology-driven vulnerabili�es have increased due to AI-generated content, deepfakes, and 
algorithm-driven polarisa�on. 

• Falling revenues, pla�orm dominance, and the rise of influencers as news sources weaken media 
ecosystems. 

• Poli�cal actors encounter growing in�mida�on, online harassment, and targeted manipula�on. 
• EU candidate countries (Moldova, Ukraine, Georgia, Western Balkans) are subject to especially 

intense pressure. 

The Shield considers democracy not only a value but also a vital infrastructure requiring coordinated defence. 

The European Democracy Shield is built around three central pillars that together form a comprehensive 
system for protec�ng democra�c life in the EU. Pillar One focuses on understanding, detec�ng, and 
responding to threats through enhanced situa�onal awareness and early warning mechanisms. Pillar Two 
strengthens the core ins�tu�ons of democracy — elec�ons, poli�cal processes, independent media, and the 
rule of law. Pillar Three reinforces societal resilience by equipping ci�zens with the skills, educa�on, and 
engagement necessary to resist manipula�on. Taken together, these pillars ensure that democracy is 
defended as both a core value and a vital infrastructure. Let’s have a closer look at each of them.  

3. Pillar One: Reinforcing Situa�onal Awareness (Detection, Early Warning, and Response) 

The EU intends to create a new ins�tu�on coordina�ng threat detec�on and response at the European level. 

3.1. The European Centre for Democra�c Resilience (ECDR) is the opera�onal heart of the Democracy 
Shield. It will: 

• Collect and analyse informa�on on FIMI – Foreign Informa�on Manipula�on and Interference 

• Connect Member States’ na�onal agencies (e.g., France’s Viginum, Sweden’s Psychological Defence 
Agency) 
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• Link EU systems, including: 

o RAS – Rapid Alert System: EU mechanism to exchange early warnings on disinforma�on 

o EDMO – European Digital Media Observatory: research network monitoring disinforma�on 

o ECAT – European Centre for Algorithmic Transparency: analyses algorithms of large 
pla�orms 

• Provide early-warning reports on emerging manipula�on campaigns 

• Organise training, crisis exercises, joint responses 

• Bring together civil society, journalists, researchers, and fact-checkers via a Stakeholder Pla�orm 

This is the first atempt to create an integrated EU-wide structure to detect and counter manipula�on before 
it spreads. 

3.2 Strengthening Rules for Digital Pla�orms 

Several major EU laws are central to this effort: 

• DSA – Digital Services Act - Regulates online pla�orms, obliging “Very Large Online Pla�orms 
(VLOPs)” to mi�gate systemic risks (e.g., harms to elec�ons). 

• AI Act – Ar�ficial Intelligence Act - Requires labelling of AI-generated content, transparency for 
deepfakes, and detec�on of synthe�c media. 

• Poli�cal Adver�sing Regula�on - Makes online poli�cal ads transparent, restricts foreign funding, 
and creates an EU-wide public database of ads. 

The EU will also develop: 

• DSA Crisis Protocol – a mechanism for coordina�ng ac�on during major manipula�on incidents. 

• Blueprint for Countering FIMI – a joint EU guide for an�cipa�ng, detec�ng, and responding to 
disinforma�on threats. 

3.3 Strengthening Fact-Checking and Research 

• ENFC – European Network of Fact-Checkers will be established. 

• Expanded EDMO mandate will support monitoring in all Member States and candidate countries. 

• A Common Research Support Framework will provide researchers access to secure data and 
advanced detec�on tools. 

4. Pillar Two: Stronger Democra�c Ins�tu�ons, Elec�ons, and Media 

4.1 Electoral Integrity 

The document highlights elec�ons across Europe face coordinated atacks involving: Disinforma�on, Cyber-
atacks, Vote-buying, Covert poli�cal financing, including cryptocurrencies, Deepfake videos and Fake 
websites impersona�ng media or authori�es 

To counter this, the EU strengthens: 

• ECNE – European Coopera�on Network on Elec�ons - Facilitates coopera�on between na�onal 
electoral authori�es. 

• NIS2 – Network and Informa�on Security Direc�ve (updated EU cybersecurity rules) - Improves 
protec�on of elec�on infrastructure. 

• CRA – Cyber Resilience Act - Ensures digital products used in elec�ons meet cybersecurity standards. 

The EU will also issue: 

• Guidance on AI in Elec�ons 
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• Updated DSA Elec�ons Toolkit 

• Best-prac�ce guidance on safety for poli�cal candidates and elected officials 

A par�cular focus is placed on threats targe�ng women candidates. 

4.2 Media Freedom and Pluralism 

The EU sees independent media as a founda�on of democracy. Key instruments include: 

• EMFA – European Media Freedom Act - Protects media independence, transparency of ownership, 
and limits poli�cal interference. 

• An�-SLAPP Direc�ve - Protects journalists from abusive lawsuits designed to silence them. 

Upcoming ac�ons include: 

• Review of the AVMSD – Audio-visual Media Services Direc�ve - Upda�ng rules to strengthen local 
media, regulate influencers, and modernise adver�sing. 

• Review of the Copyright Direc�ve - Addressing AI training on copyrighted content. 

• Media Resilience Programme - Financial support for independent journalism, local media, media 
literacy, and digital transforma�on. 

• Stronger enforcement of compe��on rules under: 

o DMA – Digital Markets Act 

o EU an�trust law 

o Revised Merger Guidelines 

Special emphasis is placed on vulnerable countries, including candidate states and those figh�ng foreign 
interference. 

5. Pillar Three: Boos�ng Societal Resilience and Ci�zen Engagement 

5.1 Ci�zenship Educa�on and Skills 

A core idea of the Shield is that democracy is defended not only by ins�tu�ons but also by informed ci�zens. 

Key ini�a�ves: 

• Union of Skills (EU flagship ini�a�ve) 

• Basic Skills Support Scheme for schools 

• 2030 Roadmap on Digital Educa�on 

• Updated guidelines on media literacy, cri�cal thinking, and AI literacy 

• EU Ci�zenship Competence Framework (new) 

The objec�ve is to embed democra�c skills into educa�on systems from an early age. 

5.2 Media Literacy Beyond Schools 

The EU will support: 

• Libraries, youth centres, civil society organisa�ons 

• Community-based media literacy projects 

• Intergenera�onal ini�a�ves (elderly and youth) 

• Digital literacy programmes targe�ng vulnerable groups 

6. Moldova Case Study: A Real Example of Hybrid Threats 

The document uses Moldova as a detailed case study to demonstrate the scale of Russian interference, the 
use of AI-generated content, fake bomb alerts, cyber-atacks, disinforma�on targe�ng elec�ons and the EU 
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integra�on narra�ve, vote-buying, and illicit financial flows. The EU supported Moldova through EDMO FACT 
Hub, cyber and hybrid threat simula�ons, pla�orm escala�on mechanisms, the EUPM – EU Partnership 
Mission, support for civil society, independent media, and strategic communica�on. Moldova is framed as 
proof that resilience investments work — and that candidate countries require even more substan�al 
support. 

7. Implica�ons for EU Member States 

The Democracy Shield marks significant changes: protec�ng democracy now integrates security and defense 
policies; the EU will enhance collabora�on on elec�ons, safeguarding the informa�on space, and media 
oversight; Member States are expected to fulfill new responsibili�es under the DSA, AI Act, EMFA, and other 
laws; and na�onal authori�es will par�cipate more ac�vely in the ECDR, sharing sensi�ve informa�on more 
frequently. 

8. Key Risks and Challenges 

Despite its ambi�ous goals, the Shield faces several structural challenges, including:  

• The reliance on voluntary par�cipa�on by Member States, which may limit its effec�veness, and 
inconsistent na�onal capaci�es that could lead to uneven protec�on. 

•  Financial instability within the media sector remains a persistent systemic issue. 

• Hybrid threats are evolving faster than our regulatory tools can keep pace. 

• Poli�cal polarisa�on might hinder the implementa�on of measures at the na�onal level. 

• AI-generated manipula�on is becoming increasingly sophis�cated. 

A key test will be whether the ECDR can effec�vely coordinate systems, navigate poli�cal sensi�vi�es, and 
provide clear, ac�onable early warnings. 

9.  Conclusion 

The European Democracy Shield represents the EU’s most comprehensive effort to date to defend democracy 
as a strategic asset. It treats the democra�c system as cri�cal infrastructure, requiring: 

• real-�me monitoring and early detec�on of threats 

• coordinated response mechanisms and strict rules for digital pla�orms and AI, 

• resilient elec�ons, protected media and empowered ci�zens. 

For Member States and candidate countries, it signals a new era where democracy protec�on moves from a 
poli�cal principle to a security necessity. 
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